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Report of the Corporate Head, Financial Management
Ward(s) affected: All
	1
	Purpose of Report – To update committee members on internal audit recommendations outstanding and report on those that were completed in the third quarter of 2013/14. Outstanding IS actions were also reviewed in early March.


	2
	Recommendations – Members are recommended to:
2.1

Note the contents of Appendix A – Outstanding Internal Audit Actions where the original target completion date was prior to January 2014 and consider inviting responsible officers to the next meeting where appropriate. (No referrals have been made by Value for Money Clinics.)

2.2

Note the contents of Appendix B – Audit Actions completed in the period and approve the contents of that Appendix. Recommendations will not be archived before this approval is received together with that of the Principal Auditor, Shared Audit Service.



	3
	Implications


	
	3.1 Financial and Value for Money (vfm) Implications –  as highlighted for individual recommendations in Internal Audit Reports

3.2 Legal Implications - None
3.3 Contribution to Council Priorities – Not applicable

3.4 Risk Management – as highlighted for individual recommendations in Internal Audit Reports

3.5 Equality Analysis –  Not applicable


	4
	Consultations with Others 

CLT and Senior Managers/Action Owners


	5
	Access to Information: Background Documents
None


	6
	Author of the Report
Rebecca Steel, Performance Management Officer 

 
Telephone: 01756 706215       e-mail: rsteel@cravendc.gov.uk

Note: Members are invited to contact the author in advance of the meeting with any detailed queries or questions.


	7
	Appendices –
Appendix A – Outstanding Internal Audit Actions where the original target completion date was prior to January 2014
Appendix B – Audit Actions completed in the period 


Appendix A – Outstanding Internal Audit Actions where original target date was prior to January 2014
	Source Report
	Recommendation Name
	Original Target Date
	Service Area
	Status
	Latest Update
	
	Action Updater

	Report IT 08-03 IT Service Support (Dated Feb 09) - Priority 2 Report C2/6 - IS Procurement - Priority 2
	IA 13/14 005 Produce an IT Strategy ensuring that it is documented and appropriately held so as to enable access when necessary
	Originally 31 Oct 09 but revised to 31 May 2011 Revised 31 May 2012 Revised Dec 2012
	Information Services
	Amber
	Production of an IT Strategy is in progress and is now scheduled for end of March 2014.
	
	Graeme Thistlethwaite

	Report 0/01 - Sundry Debtors - Priority 2
	IA 13/14 010 Consider amending the Fair Debt Collection Policy to provide clearer guidance
	December 2012
	Financial Management
	Amber
	Review of policy forms part of the implementation of the Legal Debt Recovery module, part of the Agresso financial management system. Work has commenced on reviewing procedures as part of the preliminary work for implementation of the module. Legal Debt Recovery module implementation commenced in February and is currently undergoing testing, with completion anticipated end March. The Policy will be updated for approval in April.  
	
	Claire Hudson

	Report 0/01 - Sundry Debtors - Priority 2 Report C2/4 - Sundry Debtors - Priority 2
	IA 13/14 011 Amend debt collection procedures (to include how debts beyond the 2nd reminder stage should be treated and further recovery action required for items that are still owed after court order obtained)
	Revised in C2/4 report to December 2012
	Financial Management
	Amber
	Review of procedures forms part of the implementation of the Legal Debt Recovery module, part of the Agresso financial management system. Work has commenced on reviewing procedures as part of the preliminary work for implementation of the module. Legal Debt Recovery module implementation commenced in February and is currently undergoing testing, with completion anticipated end March. The Policy will be updated for approval in April.  
	
	Claire Hudson

	Report C1/2 - Sundry Debtors 2010/11 - Priority 2 Report C2/4 - Sundry Debtors 2011/12 - Priority 2 Report C3/3 - Sundry Debtors 2012/13 - Priority 2
	IA 13/14 014 Progress should continue to be made to interface BACAS with Agresso.
	November 2011 Report C3/3 - Deadline revised to November 2013
	Bereavement Services
	Amber
	The interface is currently being developed.  The development of the interface will mean that we no longer have to manually duplicate data between Bacas and Agresso to produce invoices.  So it will save a significant amount of administration time in Bereavement Services.   Further testing will occur on 20th and 21st March. Subject to successful final testing the new invoicing process will be in place from 1st April 2014.    
	
	Michael Brown

	Report C1/2 - Sundry Debtors 2010/11 - Priority 2
	IA 13/14 015 Develop the daily BACAS and Agresso reconciliation reports to ensure that they can be produced easily and are inclusive of all charging information required
	August 2011 Deadline revised to June 2012
	Bereavement Services
	Amber
	Reconciliation reports will be updated once the revised BACAS / Agresso interface is in place.
	
	Michael Brown

	Report C2/3 - Creditor Spending Analysis - Priority 2 Report C3/1 - Creditor Spending Analysis - Priority 2
	IA 13/14 029 The possibility of adopting the MSTAR government framework for temporary agency staff should be investigated. If not suitable, a full tender process should be undertaken for this area of spend.
	June 2013
	Financial Management
	Amber
	A tender has been undertaken to procure a recruitment agency to supply temporary staff to waste Management service. 6 tenders have been submitted and evaluated and the tender awarded.   Final contracts are being put in place.  
	
	Carol Lee

	Report C2/4 - Sundry Debtors - Priority 2
	IA 13/14 032 Updated debtor processing procedures should be fully completed and circulated to all staff
	December 2012
	Financial Management
	Amber
	Some slippage due to other priorities coming on stream. Procedures  and ‘How to Guides’ are currently being further  reviewed and updated to reflect current practice.  Anticipated completion  mid April 2014.     
	
	Claire Hudson

	Report C2/4 - Sundry Debtors - Priority 3 Report C3/3 - Sundry Debtors - Priority 3
	IA 13/14 036 Amend Financial Procedure Rules to reflect 25/7/07 Policy decisions on Corporate Head - Financial Management's authority to write off bad debts in prescribed circumstances
	December 2012 Revised to November 2013
	Financial Management
	Amber
	The Financial Procedures Rules (FPRs) are currently being updated, and the required change will be incorporated alongside other amendments. The revised FPRs will be submitted to committee for member approval by the end of September 2014.
	
	Nicola Chick

	Report C2/7 - Data Handling - Priority 2
	IA 13/14 044 Management should examine the current staffing structure and consider how the Senior Information Risk Owner and Information Asset Owner roles and responsibilities could be appropriately provided for
	December 2012
	Information Services
	Amber
	The SIRO has now been identified as Graeme Thistlethwaite. 
	
	Graeme Thistlethwaite

	Report C2/7 - Data Handling - Priority 1
	IA 13/14 045 The ICT Manager should continue to investigate the suitability of available technical products providing control over shared information and consider the feasibility of use at Craven
(Previously approved as completed by Audit and Governance Committee – referred back by internal audit and re-included as a result)
	December 2012
	Information Services
	Amber
	Looking into product Egress and have setup a trial to ensure the product is fit for purpose
	
	Graeme Thistlethwaite

	Report C2/7 - Data Handling - Priority 1
	IA 13/14 059 A strategy should be compiled as to the most appropriate way in which to carry out a Council wide review of all data sharing, and arrangements put in place to promptly address this to ensure compliance with the guidelines
(Previously approved as completed by Audit and Governance Committee – referred back by internal audit and re-included as a result)
	August 2012
	Information Services
	Amber
	An information sharing protocol has been formulated by Deborah Davies as part of the office move to BVS.
	
	Graeme Thistlethwaite

	C3/4 Creditors - Priority 2
	IA 13/14 077 Direct debits must be approved by the Corporate Head (Financial Management & S151) before being set up on Agresso Creditors
	May 2013
	Financial Management
	Amber
	An updated list of current direct debits has been produced. The financial procedure rules regarding this are to be reviewed as part of the review of the Financial Procedure Rules to be completed by end of September.  
	
	Claire Hudson

	C3/3 Creditors - Priority 3
	IA 13/14 082 Ensure debtors held in the system are appropriate and that details are correct
	November 2013
	Financial Management
	Amber
	The auditor correctly identified that there are duplicate debtors in the system. This is a necessary due to the fact that the same debtor is invoiced for varying reasons by different departments. For ease of administration it has been more appropriate to set up debtors in this way. A review will be undertaken to ensure details for debtors held in the system are up to date and duplicate debtors will be removed where possible, To date work has been completed on updating the debtor details for gambling and small lotteries licensing. Other debtor details will be reviewed over the next few months as necessary.   Anticipated completion by end March 2014.
	
	Claire Hudson

	C3/3 Creditors - Priority 2
	IA 13/14 084 The Agresso legal debt recovery module should be implemented subject to available resources
	November 2013
	Financial Management
	Amber
	The implementation date for Legal Debt Recovery was initially agreed to be by end November 2013. However, due to slippage of some other Agresso related project work, other projects coming on stream and consultant/officer availability implementation of the Legal Debt Recovery module stalled. The module is now being tested with anticipated completion end of March. 
	
	Claire Hudson

	C3/3 Creditors - Priority 3
	IA 13/14 086 Consider delegation of write-offs under £10 to the Finance Support Officer
	November 2013
	Financial Management
	Amber
	This is currently under consideration and will be implemented once the Financial Procedure Rules are updated.
	
	Claire Hudson

	Report C3/7 - Council Tax and Non-Domestic Rates - Priority 2
	IA 13/14 093 The planned access restrictions to prevent users from accessing their own accounts and those of close family should be progressed
	November 2013
	Revenues & Benefits
	Amber
	New declarations of interest being sought and users locked out where required
	
	Deborah Davies

	Report C3/11b -- Payroll H.R. Priority 1
	IA 13/14 098 Disclosure and Baring Service (DBS) checks must be undertaken for all posts that fall within the DBS eligibility requirements
	August 2013
	Human Resources
	Amber
	All relevant people have been checked with DBS other than some benefits staff who will be considered under the Disclosure Scotland Scheme. In addition, DBS checks are now being carried out for all appropriate people prior to the start of employment with the Council, or change of role. A designated officer is now responsible for ensuring that the correct procedure is followed. 
	
	Jacquie Hodgson

	C3/5 Data Handling (members) - Priority 1
	IA 13/14 103 IS security responsibility document to be devised for Members and agreement to abide by conditions obtained
	December 2013
	Information Services
	Amber
	A project has started to address Data Protection issues around Members. Business case going to Select Committee on 22 January 2014 for approval to Policy Committee. This will be done as part of the final rollout of selected equipment.
	
	Graeme Thistlethwaite

	C3/5 Data Handling (members) - Priority 1
	IA 13/14 104 The means of enabling Members to use appropriately encrypted equipment should be pursued
	December 2013
	Information Services
	Amber
	Approval given to use Airwatch Mobile Device Management (MDM) with Apple iPads. Rollout due April 2014.
	
	Graeme Thistlethwaite

	C3/5 Data Handling (members) - Priority 1
	IA 13/14 106 Ensure that personal and/or sensitive information is handled securely by members
	December 2013
	Information Services
	Amber
	Training and awareness given to Members and secure tablet devices to be rolled out April 2014
	
	Graeme Thistlethwaite

	C3/6 IS Service Desk - Priority 2
	IA 13/14 107 Update Support Work Procedures to reflect officers roles
	November 2013
	Information Services
	Amber
	Ongoing process - To be completed by March 2014
	
	Graeme Thistlethwaite

	C3/6 IS Service Desk - Priority 2
	IA 13/14 108 Explore use of systems solutions section to build up knowledge base
	November 2013
	Information Services
	Red
	Knowledge base is Service Desk system to be used from April 2014
	
	Graeme Thistlethwaite

	C3/6 IS Service Desk - Priority 2
	IA 13/14 109 Consider options available for workload coverage in the absence of the Technical Analyst/Applications & Development
	November 2013
	Information Services
	Amber
	New structure proposed for ICT Service to address this issue
	
	Graeme Thistlethwaite


Appendix B – Audit Actions completed in the period
	Source Report
	Recommendation Name
	Original Target Date
	Service Area
	Status
	Latest Update
	
	Action Updater

	Report 244 - Agresso Implementation Review (March 2008) - 244/2 Priority 2
	IA 13/14 001 Agresso documentation update
	31 July 2009
	Financial Management
	Green
	Creditor procedures have now been updated and circulated to users. Bank reconciliation procedures have been updated. A number of additional how to guides including for creditor payment confirmation. A number of system admin procedure notes are in place. There is a continuous need to update documentation following any updates to processes and systems, and this will continue as required. 
	
	Claire Hudson

	Report C2/6 - IS Procurement - Priority 2
	IA 13/14 039 The Purchase of Electronic Equipment documentation held on the intranet should be updated for the new way of contacting the Service Desk
	September 2012
	Information Services
	Green
	All updated documents are now in \\cravenfile01\services\Intranet Documentation which is the replacement for the Council's Intranet
	
	Graeme Thistlethwaite

	Report C2/6 - IS Procurement - Priority 2
	IA 13/14 043 Out of date documentation should be updated or removed from the intranet
	September 2012
	Information Services
	Green
	A major overhaul of all ICT policies and procedures has been undertaken. Old documents removed and updated documents are now in \\cravenfile01\services\Intranet Documentation which is the replacement for the Council's Intranet.
	
	Graeme Thistlethwaite

	Report C2/7 - Data Handling - Priority 1
	IA 13/14 046 In order that users have confidence that information held is actually up to date, IS documentation on the intranet needs to be fully reviewed, irrelevant and out of date documentation removed, content updated and held where users can easily find it. The IS Policy acceptance form should be reissued to users, for signature and appropriately stored by IS, advertising the fact that this exercise has been carried out and providing users with details of where documentation can be located. Going forward, IS policies and procedures held on the intranet should be regularly reviewed to ensure they reflect current practice.
(Previously approved as completed by Audit and Governance Committee – referred back by internal audit and re-included as a result)
	September 2012
	Information Services
	Green
	All users have signed up to a new Acceptable Usage Policy All updated documents are now in \\cravenfile01\services\Intranet Documentation which is the replacement for the Council's Intranet
	
	Graeme Thistlethwaite

	Report C2/7 - Data Handling - Priority 2
	IA 13/14 050 Management should also consider using the intranet to post news from the ICO, relating to the importance of keeping personal data secure and the consequences of recent data losses, in order to bring this to the attention of users
	July 2012
	Information Services
	Green
	We now email news of data breaches to raise the profile of this and also have a list in \\cravenfile01\services\Intranet Documentation 
	
	Graeme Thistlethwaite

	C3/4 Creditors - Priority 3
	IA 13/14 072 Consider if a form or an electronic user access form should be used to set up and amend user details
	May 2013
	Financial Management
	Green
	A revised form has been piloted and has proved successful. Help desk procedures updated to include requirements for using the new form. Revised form circulated to Agresso Users 22/1/2014. 
	
	Claire Hudson

	C3/3 Sundry Debtors 2012/13
	IA 13/14 081 Investigate further opportunities for taking payment in advance at the Crematorium
	November 2013
	Bereavement Services
	Green
	Broadband is now up and running at the crematorium. Webpaystaff is in place as a cost effective alternative to chip and pin. Issues have been resolved by IS, additional staff training is still required.
	
	Michael Brown

	C3/3 Creditors - Priority 2
	IA 13/14 083 Waste management should send spreadsheet of required adjustments to finance and reconciliation of Agresso to CAMEX should be undertaken monthly
	September 2013
	Financial Management
	Green
	There has been further discussion with the auditor regarding this action. The auditor was wishing to see detailed monthly reconciliation of payment plans from Agresso back to Camex. However, Camex waste management system only includes total amounts and it is not possible for Camex to hold details of monthly direct debit payments. In simple terms, this means there is a small risk that the Council could apply for an incorrect direct debit payment and this could be refused by the payees bank. However, to date we have not had any waste management direct debits refused. Therefore the risk is recognised and accepted by the Debtor Officer and the VFM and Improvement Manager. This is to be reflected in the forthcoming Debtors Audit Report. 
	
	Claire Hudson

	C3/3 Creditors - Priority 1
	IA 13/14 085 Introduce formal arrangements to manage outstanding Market Trader debts
	June 2013
	Financial Management
	Green
	The normal arrangements for outstanding sundry invoices are being followed. Final reminders have been issued. In due course remaining balances will be considered for referral or write off.
	
	Claire Hudson

	Report C3/7 - Council Tax and Non-Domestic Rates - Priority 2
	IA 13/14 094 The BCP should be regularly reviewed, tested, documentation updated where necessary and communicated to relevant staff
	November 2013
	Revenues & Benefits
	Green
	The document has been updated - little change other than contact names and numbers
	
	Deborah Davies

	Report C3/11a - Payroll Finance Priority 3
	IA 13/14 096 The financial breakdown of the additional monthly payment should be recorded on the application form to inform budget holders of their responsibility for the additional payment
	October 2013
	Financial Management
	Green
	This was a recommendation from the audit raised by the VFM and Improvement Manager and suggested for inclusion in the report to the auditor. The form has been reviewed and updates made to job titles however it has been agreed between HR and payroll that it is not necessary to include the financial breakdown of the additional monthly payment on this form, as this information is included in the report for initial approval of honorarium payments to CLT and is also held within the payroll system. 
	
	Claire Hudson

	C3/5 Data Handling (members) - Priority 1
	IA 13/14 102 Deliver data protection and information security training to Members
	December 2013
	Information Services
	Green
	Training carried out Monday 20 January 2014 and Thursday 6 February 2014
	
	Graeme Thistlethwaite

	C3/5 Data Handling (members) - Priority 1
	IA 13/14 105 Training and documentation provided to Members should include guidance on the proper storage and disposal of any personal and / or sensitive information
	December 2013
	Information Services
	Green
	Training carried out Monday 20 January 2014 and Thursday 6 February 2014. The Business Case for Members data protection and IT also increased awareness of incidents and potential fines associated with data loss and the correct procedures not being in place.
	
	Graeme Thistlethwaite
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